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Protect your Tokens!
FIDO won’t help you!
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AGENDA

03 How can Tokens be abused?

01 What can (and can’t) FIDO2 do?

02 How do Tokens in Entra ID work?

04 What can we do to protect
Tokens?
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thesecurityguy.ch
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What is FIDO2?
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FIDO2 advantages

•Passwordless

•Phishing resistance

•Ease of use

•Public-key Authentication based
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Sign-In Flow

User Login Authentication Token Issuance Token Usage
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Tokens – JSON Web Token (JWT)

eyJ0eXAiOiJKV1QiLCJub25jZSI6IjFWWVR1RWQ2UHlaYlMyOGdScWVKWDB4dmVQU0JrMVotX0syRnRya1MyZFEiLCJhbGciOiJSUzI1NiIsIng1dCI6IkpZaEFjVFBNWl9MWDZEQmxPV1E3SG4wTmV
YRSIsImtpZCI6IkpZaEFjVFBNWl9MWDZEQmxPV1E3SG4wTmVYRSJ9.eyJhdWQiOiIwMDAwMDAwMy0wMDAwLTAwMDAtYzAwMC0wMDAwMDAwMDAwMDAiLCJpc3MiOiJodHRwczovL3N0cy
53aW5kb3dzLm5ldC9hMmZhOTE1OC02NTY3LTQ5N2MtYTgwNS1mNTNjZmY5OTM3YjMvIiwiaWF0IjoxNzU3MDcyNjcxLCJuYmYiOjE3NTcwNzI2NzEsImV4cCI6MTc1NzA3NzY4MCwiYWNjdCI6M
CwiYWNyIjoiMSIsImFjcnMiOlsicDEiLCJ1cm46dXNlcjpyZWdpc3RlcnNlY3VyaXR5aW5mbyJdLCJhaW8iOiJBY1FBTy84WkFBQUF2bS9lelRvK1dKNEUzQ1RhOWQ1SDF5NGg2TlhrQy9BNFJLSGEyWF
MyZkZxbUFEMzVodENHUGRVVzdOYTNjTURmK2FEdnBvMURremNYS0IwUHJ4ZzVSaUhveTdkZitrc0lER1k1cmZpWG9YbWJhR25Yd0o0a1BHVmdUdnU5RUtFWkJyeDc0VUs1Z1R3SEdqaUtXMngy
OXQwL2Q3NjRXRkxwRDhOK1FUS3JGdWV5Vys0R3RNQkxIV3Z4MFlTMzMrYllRektmV0VSdVBnOVZXNkxWU0Y1a3REc1g2N09DRzk4TGxHZUI4RERCaGQzSG44UGRYc0xzbklvMnVIVWFjNWFqIi
wiYW1yIjpbInJzYSIsIm1mYSJdLCJhcHBfZGlzcGxheW5hbWUiOiJHcmFwaCBFeHBsb3JlciIsImFwcGlkIjoiZGU4YmM4YjUtZDlmOS00OGIxLWE4YWQtYjc0OGRhNzI1MDY0IiwiYXBwaWRhY3IiOiIwIiw
iY29udHJvbHMiOlsiYXBwX3JlcyJdLCJjb250cm9sc19hdWRzIjpbIjAwMDAwMDAzLTAwMDAtMDAwMC1jMDAwLTAwMDAwMDAwMDAwMCIsIjAwMDAwMDAzLTAwMDAtMGZmMS1jZTAwLTAw
MDAwMDAwMDAwMCJdLCJkZXZpY2VpZCI6IjcxNDQxMzNmLTcyNjAtNDAzNi1iMTA4LTIwODMxZjgzZTQ0NSIsImZhbWlseV9uYW1lIjoiU2NobWlkdCIsImdpdmVuX25hbWUiOiJNYXJjbyIsImlkdHl
wIjoidXNlciIsImlwYWRkciI6IjgzLjc4LjE4OC4xMjAiLCJuYW1lIjoiTWFyY28gU2NobWlkdCIsIm9pZCI6IjhmODlmZjAxLTc2ZTMtNDM5Mi1hMzQ5LWYzNmJhNWMwOTZmNCIsInBsYXRmIjoiNSIsInB1
aWQiOiIxMDAzMjAwMjRDQjNBM0NFIiwicmgiOiIxLkFUQUFXSkg2b21kbGZFbW9CZlU4XzVrM3N3TUFBQUFBQUFBQXdBQUFBQUFBQUFCREFVNHdBQS4iLCJzY3AiOiJDYWxlbmRhcnMuUmVhZ
FdyaXRlIENvbnRhY3RzLlJlYWRXcml0ZSBGaWxlcy5SZWFkV3JpdGUuQWxsIEdyb3VwLlJlYWRXcml0ZS5BbGwgTWFpbC5SZWFkV3JpdGUgTm90ZXMuUmVhZFdyaXRlLkFsbCBvcGVuaWQgUGVvc
GxlLlJlYWQgcHJvZmlsZSBTaXRlcy5SZWFkV3JpdGUuQWxsIFRhc2tzLlJlYWRXcml0ZSBUZWFtd29ya0FwcFNldHRpbmdzLlJlYWRXcml0ZS5BbGwgVXNlci5SZWFkIFVzZXIuUmVhZEJhc2ljLkFsbCBVc2
VyLlJlYWRXcml0ZSBlbWFpbCIsInNpZCI6IjAwNmYxZDY5LTRjOWQtMTE5YS05OTg4LTdlZTIyYmQ5OGM3NSIsInNpZ25pbl9zdGF0ZSI6WyJkdmNfbW5nZCIsImR2Y19jbXAiLCJrbXNpIl0sInN1YiI6Ilpv
eHpfeERVTUlxRzh6bS10Z0ZQWmxUQlFXTHVQVmFjTmw0VmFEc0c4dFUiLCJ0ZW5hbnRfcmVnaW9uX3Njb3BlIjoiRVUiLCJ0aWQiOiJhMmZhOTE1OC02NTY3LTQ5N2MtYTgwNS1mNTNjZmY5OT
M3YjMiLCJ1bmlxdWVfbmFtZSI6Im1hcmNvLnNjaG1pZHRAZ3JhYnguY2giLCJ1cG4iOiJtYXJjby5zY2htaWR0QGdyYWJ4LmNoIiwidXRpIjoib085RVVPT2pkMEc1REFQX3I2SWpBUSIsInZlciI6IjEuMCIsI
ndpZHMiOlsiYjc5ZmJmNGQtM2VmOS00Njg5LTgxNDMtNzZiMTk0ZTg1NTA5Il0sInhtc19jYyI6WyJDUDEiXSwieG1zX2Z0ZCI6Im16OWMxSkhZU3RmNVlMQ2FZWmxUS0Q5T29adzhVall6OVoxS3g5
bjE4R1FCYzNkbFpHVnVZeTFrYzIxeiIsInhtc19pZHJlbCI6IjEgOCIsInhtc19zdCI6eyJzdWIiOiIzckMtdUhtcDFYM1dlVXZuRDV3WDVPQ0pvQXVrdU9icHhvV1ZnNW9jZlhBIn0sInhtc190Y2R0IjoxNTM3O
DEzNDQ0LCJ4bXNfdGRiciI6IkVVIn0.RTId1Dwczr-4ot6LzX9DzeOrRJJN13lNvOMQsP5roTNEfg9d6Zng7SfwLV5LJTu06Spyd-aYf65UmH6HgtJsC_E0_0xvknCh-WErW-
HvO1FMkyNvDI8p0s4jPAo4fi1gNddLriPC-Pt-cm8no6z6xq5aXibgF8s4L0bRAhHt7akeVyNMHup-ZJgllR4Fe7xNDREjVW3Z8pXT30be3gLDut0Xu3OTk2U48s6MSpyNvHc0MfH-
Q9EwTiiRmi4EwIkd81haixv9X8c4tAK9dYNXKCjhuK5yURVKYrnOhQZsui-il-aO48QH1Axez37Ok2uF3LDIFBzNox6i7j0zRSryow
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Token Terminology

•Primary Refresh Token (PRT)

•Refresh Token (RT)

•Access Token (AT)

•Entra ID Continuous Access Evaluation (CAE)

•Entra ID Token Protection
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The Rules

1. Tickets always have to be signed by

the counter to be valid

2. Each Ticket has a Lifetime

3. To enter a tent, you need a 

separate ticket

4. No communication between

counter and Security
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OIDC Authentication Flow



1313



1414

Token Lifetimes

Token Type Lifetime Comment

Primary Refresh Token 14 days

Refresh Tokens 90 days There is also a special type called 
“Familiy Refresh Tokens” which is 
not documented by MS

Access Tokens 1 hour

Access Tokens (CAE) 24 hours Access Tokens that are issued to CAE 
compatible Apps
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CA Policies PRT

https://learn.microsoft.com/en-us/entra/identity/devices/concept-primary-refresh-token
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How do attackers get my tokens?
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AiTM Attack
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DEMO TIME!
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AiTM Attack with FIDO2
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What can I do?
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What can I do?
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Token Theft by Malware
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Continuous Access Evaluation
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Continuous Access Evaluation
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Continuous Access Evaluation
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Continuous Access Evaluation
Benefits / Downsides

•Benefits

•Longer living Access Tokens (24h instead of 1h)

•(Nearly) instant token revocation

•Downsides

•Limited compatibility -> Application has to

support it
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Continuous Access Evaluation
Critical Events

•User Account is deleted or disabled

•Password for a user is changed or reset

•Multifactor authentication is enabled for the user

•Administrator explicitly revokes all refresh tokens for a user

•High user risk is detected by Entra ID Protection
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Entra ID Token Protection

•Cryptographically bind tokens to enrolled or registered 

devices

•Token can only be used by device that it was issued for

•Prevents Token Theft
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Entra ID Token Protection
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Entra ID Token Protection
Limitations
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Entra ID Token Protection
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Conclusion

•Some things are being automatically done for us

•We have to close the gaps that are still open

•Use FIDO2 Authentication

•Make sure no weak MFA can be used

•Create CA Policy to require MFA for security info registration

•Check if CAE is used -> if not, try to find out why

•Use Entra ID Token Protection where possible
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thesecurityguy.ch

Marco Schmidt

Description Link

FIDO2 https://fidoalliance.org/passkeys/

Entra Token Protection https://learn.microsoft.com/en-
us/entra/identity/conditional-access/concept-token-
protection

Continuous Access Evaluation (CAE) https://learn.microsoft.com/en-
us/entra/identity/conditional-access/concept-continuous-
access-evaluation

FOCI (Familiy Refresh Tokens) Research https://github.com/secureworks/family-of-client-ids-
research

Area41: Phishing The Resistant: 
Phishing For Primary Refresh Tokens In 
Microsoft Entra

https://www.youtube.com/watch?v=tNh_sYkmurI

DEFCON33: Turning Microsoft's Login 
Page into our Phishing Infrastructure

https://www.youtube.com/watch?v=z6GJqrkL0S0
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